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There can be no dispute that it is time for colleges and universities to stop using student social security numbers as ID numbers.  Even in states that have not enacted laws to prohibit this practice, it is clear that the risk of identity theft and the vulnerability of data systems dictate that institutions of higher education address the need for change in this area.  Recent headlines such as “Princeton’s Web Breach Encourages Admissions Directors to Look at Security” and “ID Theft Turns Students into Privacy Activists” further support the need for the higher education community to address the problem.  While it is appropriate and even required that colleges and universities collect the SSN for several reasons (e.g., federal financial aid and payroll), it is no longer acceptable practice to use the SSN as an ID number.  

So, how can colleges and universities undertake a successful conversion process?

At the University of Oregon, an integrated computer system (Banner) has been in place since 1989.  Students, faculty, staff, vendors, visitors, and others have all had records created in the system keyed to an ID number; and until 2002, typically that number was the SSN.  Concern about this practice had bubbled to the surface occasionally over the past dozen years;  students and staff who wanted to use an ID number other than their SSN were afforded the opportunity, but only if they asked.  Over time, and with the growing number of stories about identity theft and about serious security breaches among institutions of higher education, the Banner Coordinating Group (BCG) on the UO campus decided to put together a task force to investigate the benefits and challenges of implementing the use of generated ID numbers at the UO.  The task force was lead by the Computing Center and included representation from Student Financial Aid, Admissions, Registrar’s Office, Payroll, Human Resources, ID Card Office, Business Office, and the Library.

The task force came together in November 2001 to look at the feasibility and desirability of change and quickly concluded that the change should be implemented; only the question of resources would dictate how and how quickly the changeover could be accomplished.  Key to changing the ID numbers of students, faculty and staff was also changing their UO ID cards at the same time, as a myriad of UO business processes were tied to the ID number via the ID card (meal plans for students, card-entry access to buildings, library check-out systems, recreation center admittance, and time-card systems for some student jobs, to name just a handful).  One concern was that aging ID Card equipment could not handle the volume of recarding the entire university all at once; disruption of services to students and faculty alike, and the negative goodwill ramifications was also a concern.  Cost estimates for a one-time conversion came in at $90,000.  Due to these concerns, a strategy for a phased changeover was recommended.  Here’s what happened next.

Gaining Necessary Approvals:

In mid-November, the Task Force presented its report and proposal to begin a phased conversion to the BCG.  BCG members asked for additional information about why UO could not implement a one-time change.  The Task Force went back to the drawing board, did more investigation, contacted institutions that had managed an all-at-once conversion, re-calculated the costs for a one-time process, and returned to the BCG in mid-December 2001 with the same phase-in recommendation.  During Winter term 2002, BCG forwarded the Task Force report to central administration, and gained approval to move forward.
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Once approvals were in place, the UO Generated ID Committee began to meet on a regular basis, usually twice per month.  Immediate goals were to begin the phased transition to generated numbers, remove the SSNs in the Banner system from view/use as much as possible, and provide the ability for core offices to locate records based on SSN if necessary.
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Of first priority was to cease creating new records in the Banner system using SSNs.  Beginning July 2002, no new records were created in Banner using SSNs.  The UO Generated ID Committee identified all offices that typically created new records or uploaded new records directly into the system.  All processes, both manual and automated, were reviewed and revised to create records with a generated number.  

All previously generated numbers at UO began with 950 and were one-up.  The UO Generated ID Committee decided to continue to use that series of numbers in a one-up (rather than randomly generated) method; the 950 numbers do not conflict with SSNs, they do not contain alpha, and they are the same length as an SSN.  (By the way, other Oregon University System universities also are assigned a generated number series, e.g., 940, 930, etc.)  There was some initial concern that if UO implemented a one-up system, that current staff and students getting a new number might be able to guess the UO ID number of a classmate or colleague in line next to them.  However, because there are so many offices and processes that create new records in Banner, this did not pose a problem.

Banner forms beginning with Version 5.4 were modified to only create new records with generated numbers.  As a failsafe, Banner was also modified so that a record with a generated number could not be changed back to a SSN, nor could one generated number be changed to a new generated number without computing center help.  The UO Generated ID Committee identified all offices which create person records in Banner and documented those processes.  Both manual and automated (tape load) procedures were modified in order to begin assigning generated ID numbers to new records.  While tape load procedures (uploading financial aid records; GRE, SAT, ACT, TOEFL test scores) had to be re-written and tested prior to implementation, several offices were immediately asked to begin creating manual records with generated numbers.  
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Old Records:
By Fall 2002, Banner 5.4 was installed and all new processes and procedures needed for implementation were in place.  The Admissions Office had begun to process applications for Fall 2003, and were assigning generated ID numbers to all applicants.  Of course, most applicants were already in the system as recruits with SSNs, but admissions staff changed those numbers to generated numbers and informed applicants of their UO ID number in their initial letter.  Other new records were also being created in the system for new staff, new non-matriculated students, and others, all with generated numbers.  Once new records were no longer being created with SSNs as ID in Banner, it was time for the UO Generated ID Committee to turn its attention to converting over all current records.

Key to converting current staff and student ID numbers was updating their ID card at the same time.  Unless both could be accomplished at once, staff would be unable to get into locked buildings, students would not be able to eat meals in the residence halls, patrons would not be able to check out library books, students would not be able to enter the rec center, and some student employees would not be able to use their timecard systems.

The UO Generated ID Committee decided it only made sense to create a one-stop process whereby the staff/faculty or student could get both a new generated number and a new ID card in the same place at the same time.  A new Banner form was created just for the ID Card office to support this process.  Staff and students who were ready to change would go to the ID Card Office, turn in their old card, get a new number and a new photo ID, complete with a new photo, on the spot.  Staff with key-card access additionally made a single phone call to the Department of Public Safety to ensure their building access was current; students with meal plans made a stop at their housing desk to ensure that their meal plan was updated to their new card.

With this new Banner form ready to go, the UO Generated ID Committee considered several factors when planning their next strategy:

· There are considerably more students in the system than there are staff.

· Students have a regular and natural attrition out of the university:  about 4,500 students graduate each year.

· Students lose their ID cards at astounding numbers; recent data indicated about 5,000 replacement cards were made each year for students.

· Staff are more likely to take action when asked/invited to participate in the process.

For these reason, the UO Generated ID Committee focused next on two cohorts:  students who lost their cards and faculty/staff.  The first part of this plan came naturally; when students visited the ID Card Office to replace a lost card, they were automatically given a 950 number.  Only rarely was a student upset about this process; most understood the risks involved with using SSNs and appreciated the University’s efforts to make the change.  Prior data indicated that this process alone would take care of about one-fourth of the student population in the first year.
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To get started with the staff phase, members of the UO Generated ID Committee volunteered their office staffs as guinea pigs, and in December 2002, staff from these core offices began visiting the ID Card Office on designated days.  The process was painless; the entire time commitment (including walking time to the Erb Memorial Union and back) was about 15 minutes.  By the end of that month, all core office staff had new generated ID numbers and ID cards.  This trial period gave the ID Card Office and idea of how much traffic they could handle on a given day.  

Two UO Generated ID Committee members (from the Payroll Office and from Human Resources) created a plan to invite all university staff, department by department, to change to new ID numbers.  An initial letter was sent to all 150 academic and administrative departments informing them of the overall plan; those who were next in line were then invited to visit the ID Card Office in particular weeks.  Invitations were sent to the Payroll Officers in each department; those persons were responsible for getting the message out to their colleagues.  

The invitation applied to faculty and staff, but not to graduate teaching assistants or student employees.  Invitations continued to be rolled out throughout the year with a very high compliance rate.  Academic departments were slotted in during the academic year when faculty were more likely to be on campus and able to participate.  Administrative units such as Athletics, the Library, and other service offices were invited during the summer.  Orientation periods and the first two weeks of classes each term were “black out dates” and no invitations were extended; student traffic was heavy during those time frames (due to new student cards during orientation and replacement cards during the first two weeks of classes).  

Simple data warehouse queries enabled committee members’ easy access to data about conversion progress during the staff phase.  By the end of 2003, virtually all staff and faculty had been through the conversion process.  Even staff who worked shifts at times opposite those of the UO ID Card Office managed to find time to go and get their new numbers and cards.  By the end of 2003, only a small number of adjunct and emeriti faculty still had SSNs as IDs.  
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Once the staff phase neared completion, the attention of the UO Generated ID Committee turned to the student phase.  From the time the process first began, thousands of new student records had been created with generated numbers;  thousands more students had graduated and left the university; and still thousands more had lost their ID cards and subsequently received a generated number with their replacement ID card.  By January 2004, about 12,000 of the currently enrolled students already had generated numbers.  That left another 8,000 plus students still using SSNs.  

While UO wanted to work quickly through this remaining population, the UO Generated ID Committee did not want to create a stampede at the ID Card Office.  So, in a plan similar to the staff phase, the Registrar’s Office UO Generated ID Committee member devised a calendar for inviting students individually.  Because the Registrar’s Office has a strong network of departmental partners, a department-by-department approach was implemented.  Departmental partners were contacted with information as their turn came up;  but in the student phase, the registrar’s office sent the invitations to the individual students via e-mail.  Central invitations using data from the Student Data Warehouse gave a consistent message to students and saved departmental partners the need to find the correct population to be invited.  Beginning early 2004, approximately 450 students were invited each week to go get a new ID card and number.  The following week, a second invitation/reminder complete with a short FAQ section was sent to the prior week’s list (to those who had not already changed) and a new group of students were invited. 

Over the course of Winter term 2004, over 4,000 e-mail invitations were sent directly to students.  A surprisingly low number of e-mails bounced (about 4%).  A pattern quickly developed in which very few students complied with the first invitation the first week, with considerably more students taking action following the reminder e-mail.  Still, students have not in general, responded as well as staff have.  At the time of this writing, about 6,500 students still need to get their new numbers and cards.  Many students, especially seniors, responded to the invitation with a “Thanks, I’d rather not…  I’m graduating pretty soon and I don’t want to have to remember another number…  I’m emotionally attached to my ID card and I don’t want to have to turn it in.”  A few students have replied with a sincere thank you for offering the opportunity.  

Several other unexpected results occurred:  One student’s newly assigned number included a series of three “6” digits.  The student adamantly refused to have 666 in her ID number.  Since it was not possible to simply create a new number for her, the computing center was called upon to reassign a different number to her.  The Law School ran into issues with registration priority times:  students refused to change their ID numbers for fear that it would give them a less desirable registration time (registration priority is assigned by the last three digits of the ID number).  

With Spring break on the horizon and a new term starting soon, invitations to students have been suspended.  The Card office expects to change a large number of student numbers due to lost cards following Spring Break.  Beginning in mid-April, the remaining students will be sent invitations.  The goal is to have all students changed before Fall term begins in 2004;  however, based on student response to their invitations, it is doubtful.  At some future point, the UO Generated ID Committee may entertain the idea of mass converting all students who have not done so on their own.

Even after all current staff and students have generated ID numbers, the UO Generated ID Committee has additional work to do.  There is a groundswell of sentiment on campus that all records of prior students and staff in the system be converted.  At this time, there is no timeline or process in place for this final phase.  
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Reports:

Early on, it was apparent to the UO Generated ID Committee that several core offices would need regular reports listing all staff and students who had changed their numbers.  Such a report would support necessary business processes dependent on the UO ID number by allowing departments to synch paper and non-Banner data systems.  For example, the Registrar’s Office stores some paper records in student file folders; as students changed their ID numbers from SSNs to generated numbers, the Registrar’s Office wanted to update the file folders with the new labels.  The Health Center wanted to update both paper and electronic records.  The Library has a stand-alone system and needed to update their database.  

A report was written in Banner and access to that report given to appropriate individuals.  Some offices chose to run the report daily (the Health Center, for example).  The Registrar’s Office runs the report weekly, merges the data (in Excel), prints new labels, then updates the file folders.  This is labor-intensive and time-consuming work even for one office.  Universities cannot overlook the impact that this change process has on university offices and the resources required to keep up with the changes in a timely fashion.

A related issue was Student Financial Aids filing system.  Traditionally, UO’s Financial Aid Office filed their paper files by terminal digit (last four digits of the SSN). While financial aid offices have legitimate need to collect and use the SSN in their work, UO’s SFA office decided to cease printing the SSN on student files, and therefore, cease filing by terminal digit.  Considerable time and expense was spent in re-filing all financial aid files in alpha order.

Updating Paper Forms:

A concerted effort has been made to include the term “UO ID” in lieu of “SSN” on all paper and electronic forms, instructions, help text, in printed catalogs, schedules, and web sites.  The only exception is in cases where the SSN is really the data that is needed.  Core offices who served on the UO Generated ID Committee were able to begin addressing this issue early on; most business office and student forms and printed matter were updated quickly.  This process took longer for academic and other administrative offices.  Members of the UO Generated ID Committee have agreed to simply point this out to offices as cases are discovered.  Because all staff ID numbers were converted first, staff have been more than willing to follow suit with the core offices and have changed their materials to reflect the new desired terminology.

Conclusion:

For those of you who have taken the plunge and stopped using SSNs as identifiers, congratulations.  For those of you who have not, you may want to consider undertaking a change process soon.  As you can see from UO’s experience, the change can be a long and laborious process and not without cost.

How to read an SSN:

SSNs are divided up into three sections, the area number (first three digits), the group number (fourth and fifth digits), and the serial number (the last four digits).  

Which SSNs are invalid, impossible or not assigned?

· No SSNs with an area number in the 800 or 900 series or with 000 have been assigned.

· No SSNs with an area number above 728 have been assigned in the 700 series, except for 764 through 772.

· No SSNs with a 00 group number or a 0000 serial number have been assigned.

· No SSNs with an area number of 666 have been or will be assigned.

See more info at www.ssa.gov
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