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Registrar’s long for the carefree days of Summer, once Spring’s Final Class Rosters have been submitted (on-time of course!), duly signed at the bottom, and after they have been safely filed into a drawer or neatly bound and placed on a shelf, they all think, “No Problems, No Worries”, right?.  Have you checked with your Internal Auditor or Legal Counsel recently, to learn their opinion?

The crucial element of an Academic Transcript, are the grades from a Final Class Roster.  When a student brings up their web-based online transcript and questions the accuracy of a specific grade, will a review of the security involved with the process used in posting that grade be a “No Problem” on your campus?  How about the future campus?  Is the Registrar responsible and accountable, or will the Chief Information Officer and/or the V.P. for Information Technology staff be asked to authenticate the record?

Safeguarding records across this enterprise we call a campus has become a major worry and big problem.  Legislation at the federal and state levels concerning privacy, security, and related issues seems to be in a state of constant proposal, enactment, review and amendment.  Interpretation of these laws and policies runs the range of opinion.  Whose opinion matters?  There is a good reason we have “Ask the FERPA Doctor” sessions.  

Does everyone share a common opinion on campus of the impact of the Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism (Act of 2001), known as ‘USA PATRIOT Act’?  How about the Health Insurance Portability and Accountability Act of 1996, known as HIPAA?  Then there’s the Financial Services Modernization Act, also known as Gramm-Leach-Bliley Act of 1999 (most campuses just started dealing with this one).  Let us not forget the Solomon Amendment, Taxpayer Relief, SEVIS, Clery Act, and etc.
Where does the seemingly innocent Final Class Roster fit into this?  Grades are a campus generated element, which are personally identifiable, non-directory, sensitive, and directly related to about everything in which a student is involved.  Safeguarding of this “source document” may be a bigger problem than we think.  Paper rosters with ink signatures that were thrown on a shelf were the good old days, but the hue and cry of a paperless environment with electronic forms is a brave new world.  Authentication and authorization to view rosters and grades is basic security, entering grades and signing that Web page, then storing that source, takes on new levels of concern.

What is the standard for a faculty signature, ‘real’ or otherwise?  I have not found a standard, just opinions.  For the moment forget that no one in a regular registrar’s office (even collectively) knows what each faculty’s real signature looks like.  Let’s also forget that not everyone sent over by a department with the final rosters is known on sight by the registrar’s staff.  This is the accepted norm, right or wrong.  Now, in this moment you’ve forgotten reality, are you secure in the process of anybody entering an ID and password on a web page from someplace, then entering grades and pressing “submit”?  Was it the authorized faculty member?  Three years from now when asked to produce the “source document”, can we?  Was it possible for an alteration to the file to occur?  If a change was made, who made it?  Can we read the signature?  Can we agree on what is a signature?  Whose opinion matters?

In the realm of electronic signatures, digital signatures, sounds, symbols, or processes that are attached to or logically associated with a record, what is the law?   What is the standard?  Whose opinion counts?  What is the answer?  Who knows?  The law firm of McBride Baker & Coles developed a website which lists nine printed pages of definitions of ‘Electronic Signature’ in law by State.  Arizona has 5 different entries, California 3, Oregon a couple, and Nevada has “no enacted legislation on record”,. However, there was no “as of” date, so is the data still accurate?  The firm has since merged into another firm named Holland & Knight LLP, where no link back to the website was found.  So, can you always trust the “Search” results on the Web for current law information?
The U.S. Department of the Treasury published this definition:  “Electronic authentication techniques include, but are not limited to, the following:  Knowledge based authentication, or shared secrets, such as PINs and passwords; Biometrics, such as fingerprint, voice, and eye characteristics; Secure tokens, such as smart cards; Cryptography, including digital signatures, challenge-response protocols (e.g., the ``handshake'' protocol in Secure Sockets Layer), and message authentication codes; Digitized signatures, including digital images of handwritten signatures and signature dynamics (i.e., measurements of the direction, pressure, speed, and other attributes of a handwritten signature).  Reality check, faculty members submitting grades are not even going to read this much outside their discipline (okay, maybe if they get elected and during their term on Faculty Senate, maybe), so, will they be concerned about anything other than turning in their grades?

Public Key Infrastructure, has become a hotter topic related to signing documents, such as Final Class Rosters.  The May 2003 edition of “Syllabus” published an article titled “Public Key Cryptography Demystified” in which one of the Top 10 Applications of PKI was Student and Faculty electronic interaction with administrative systems.  Final Class Rosters represent an electronic interaction, but will the opinion that matters understand and accept it?  Basically, PKI requires keys or certificates, one public stored at a known server site or repository, and one private that requires an authorization code to decrypt this key for as long as it takes to “sign” a document.  Is this fool proof (or faculty proof)?  No.  Forgery is possible, not likely, but possible.  Sending a file via FTP (File Transfer Protocol) is likely not to be secure, sending an email message is also not secure, as both could be intercepted and the address forged.  

What about Final Class Rosters and faculty grading?  If they are not on paper and are electronic instead, how should they be signed and stored?  What matters most is the opinion that matters?  Unfortunately for those wishing to change from paper stored on a shelf to electronic submissions without a signature, there is no answer or standard, but lots of opinions.  Short term is paper the answer?  Long term, what’s your opinion?

Related Websites:

AACRAO Homepage - www.aacrao.org 

EDUCAUSE Homepage - www.educause.edu 

Holland & Knight LLP - www.hklaw.com

McBride Baker & Coles - www.mbc.com/ecommerce/legislative.asp 

National Institute of Standards and Technology (NIST) - csrc.nist.gov/pki/ 

State of Washington Electonic Authentication- www.secstate.wa.gov/ea/ 

Syllabus - www.syllabus.com
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